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1
Decision/action requested

This contribution compares the solutions to solve the registration failure issue with AMF reallocation. SA3 is kindly requested to endorse the proposals. 
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Rationale

Solutions [1]-[3] to solve the registration failures with AMF reallocation have been discussed in SA2#136AH, however, no consensus was reached, as each proposed solution has drawbacks and some raise new security concerns. An LS S2-2001730 [3] is sent to SA3, requesting SA3 to evaluate the security implications of these proposed solutions and suggest other solutions.
SA3 has also been studying the issue and has witnessed solutions [4]-[5]. 
This discussion paper analyses and compares all the solutions [1-5] on the table and suggest to adopt the solution in S3-200202 [4].
4
Solution Comparison
The solutions are analysed and compared from the following perspectives: NSSAI privacy, slice separation, performance and user experience, and others.
Solution 1 [1]: This solution proposes that when NAS reroute is needed and the Initial and Target AMFs have no connectivity, the Initial AMF de-registers the UE, indicates the UE to re-register with SUCI, and modifies the AS Connection Establishment NSSAI Inclusion Mode (ASCENIM) parameter to allow UE to send NSSAI in cleartext in the AS layer.
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NSSAI privacy: Violation. 

The UE is directed to send NSSAI in cleartext in the AS layer with no AS security context available to protect it. This is a violation of NSSAI privacy. The violation is repeated each time the UE performs registration or requests to change slice, which may occur several times a day. This gets even worse with PNI-NPNs. SA3 has determined NSSAI contains sensitive information and needs to be protected. 
SA2 also raised their concerns on the NSSAI privacy infringement in the LS S2-2001730 [3] sent to SA3.

Performance and User Experience:  The solution poses heavy performance overhead and negative impact on user experience. First, the UE needs to perform two rounds of registration procedures. Second, for the second registration run, the UE registers with SUCI, which means the Target AMF has to initiate another round of primary authentications. Third, a legitimate UE is kicked out of the network, even just temporarily. 

Service Continuity: With this solution all UE context is lost at the Target AMF. This is contradictory to the SA2’s intention in 23.502 that the Target AMF may be able to obtain UE context from the Old AMF that served UE previously. Instead, this solution mandates the establishment of UE context from scratch. Service continuity is impacted.
Observation 1: NSSAI privacy is violated with the solution, and user experience is greatly downgraded. Also loss of UE context is inevitable and service continuity is impacted.
Solution 2 [2]: This solutions suggests that when NAS reroute via RAN is performed, the initial AMF sends the security context the target AMF via NSSF. NSSF is re-purposed to act as a  "well-connected NF" for security context transfer.
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Slice separation: Violation.
The solutions fails to achieve strong slice separation requiring no connectivity. Essentially this is the same as direct NAS reroute, where the Initial and Target AMFs are connected within CN. The AMF can still be accessed by other AMFs belonging to separated slices. SA2 also recognized this issue as suggested in their LS S2-2001730 [3] sent to SA3.
Race Condition: Race condition exists with the solution. Message 4d (UE security context) and 4e (RR) may arrive at the Target AMF at different orders. If message 4e arrives before 4d, the Target AMF either waits for 4d to arrive, or initiates authentication procedure:

· For the former, extra complex handling at the target AMF is required. Besides, resource at the Target AMF will be occupied until the security context is received. 
· If the Target AMF initiates authentication procedure, the UE may reject the Authentication Request from the Target AMF, as the UE may have security activated and only accept protected N1 messages, while the Target AMF has no UE security context and sendsAuthentication Request unprotected. Then registration will still fail.  
Registration Failure: The Target AMF may not be able to associate the RR from the RAN with the correct security context from NSSF. Consider the case where the received RR contains SUCI, while the received UE context contains SUPI. Then the Target AMF will initiate authentication procedure. The UE may reject the Authentication Request from the Target AMF, as the UE may have security activated and only accept protected N1 messages, while the Target AMF has no security context and sends Authentication Request unprotected. The registration will then still fail.
Deployment Cost: Today, the NSSF is a stateless entity. But for this solution to work, all these NSSFs deployed in a NSSF would have to be interconnected (belonging to the same "NSSF Set") so that the UE context can move from one to the other. This needs extra deployment cost.
Observation 2: Slice separation is not achieved. The race condition also required extra complex handling at the Target AMF. Registration failure may still occur. Extra deloyment cost is needed.
Solution 3 [3]: This solution proposes to use a special purposed “default AMF”, which can connects to all AMF in the PLMN. When the RAN selects an AMF to serve UE but lacks enough information to select a proper AMF, the RAN selects the default AMF. The default will forwards the RR and context to the Target AMF. 
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Slice separation: Violation.

Strong slice separation is not achieved. The AMF can still be reached from AMFs belonging to at least some other slices which need to have N14 connectivity with this isolated slice, and that this might not address some cases when the UE requests change of network slices that leads to a change of AMF.
Observation 3: Slice separation is not achieved.
Solution 4 [4]: This solutions suggests that the UE saves the current NAS security context before establishing new security context if any, and the initial AMF, when deciding to perform NAS reroute via RAN, directs the UE to resume the saved security context and accept unprotected authentication request message.  
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Observation 4: This solution guarantees NSSAI privacy and slice separation. The solution does not introduce performance downgrade or user experience impact. 
The table summarizes the above analysis.
	
	Solution 1 [1]
	Solution 2 [2]
	Solution 3 [3]
	Solution 4 [4]

	NSSAI privacy 
	Violation
	Achieved
	Achieved
	Achieved

	Slice separation 
	Achieved
	Violation
	Violation
	Achieved

	Performance and User experience
	Bad
	Acceptable
	Acceptable
	Acceptable

	Service continuity
	Violation
	Achieved
	Achieved
	Achieved

	Race condition
	NA
	Yes
	NA
	NA

	Registration Failure
	NA
	Yes
	NA
	NA

	Extra deployment cost
	NA
	Yes
	NA
	NA


5
Detailed proposal

It is proposed that SA3 endorses Solution 4 in S3-200202 [4] as the solution for AMF reallocation.
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